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DBAA:

-UserBehaviorLog H|o]&: wuser_id, device_id, request_time, request_url,
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-/api/dashboard/ : £ A|®(F]Z o4 ©A] A4, AMEANE EA 5)
£

-Django REST framework (ViewSet, Router, Permission)
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U= HolH:
-AFEAL £ user_id, device_info(model, os_version, network_type <)
-ARSAE 200 9fR], HR]59] AREA} 98 TolE

A 55

-Django ORM ©2 z|Z 227 n?l &

H5E 243 2A1E 242 Q39 or A7
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LSTM AE: AJAD AJAA B (ex: &2 10~3071)
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-Isolation Forest

35 W]

22 o4 A% (0.0~1.0)

g ol A4 > threshold(of]: 0.6)0]H ©o]4} 3F&

-LSTM Auto-Encoder

QI AIAR PE AP~ (HE 22E)

== R4+ A+ (Reconstruction Error)
ook QX > threshold(of: 0.05)0]H o]A} si=

e

& 2Hlof Aibg Sl AlF o A

ABAC g RA(HA/AIIH /9t 28 sto] PolicyResponse 287 -> A g
st HEYI B A 59 agent 5 34

1)

4) WA= A YA
Django Wit A&

-AH AJAE A Haled 2 MY 2 — t2eof AR

-Q7% A] View &57F HE S AASH model.predict() 35

-Z& Zit+= AnomalyResult Ho]Zof A%
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swon9570

Api Root Behavior Log List

Behavior Log List

POST /api/behavior-logs

HTTP 201 Created

Allow: POST, OPTIONS
Content-Type: application/json
Vary: Accept

"status": "success”,
"decision”: "allow"
Media type: application/json v

Content:

%

POST

Django REST Framework 7|2 Swagger @H|Z 3= /api/behavior-logs/ A= L9l
7} POST 242 2AStE, Aoz P5 276 olyeal AU st Stub &
l—% 3 o]a].o:I

E
ct
=]

gol

(status, decision)g vI3}

2) Anomaly Z1}t DB A% 33

Django administration
WELCOME, SWON9570. VIEW SITE / CHANGE PASSWORD / LoG ouT ()

Home > Anomaly > Anomaly results

Start typing to filter

Select anomaly result to change

Anomaly results + Add Betion: | ~ Go 0 of 4 selected

(=) D BEHAVIOR LOG RISK SCORE CONFIDENCE DECISION CREATED AT

(am} a4 UserBehaviorLog object (4) 0.5 0.9 allow July 10, 2025, 6:19 a.m.
Groups + Add

(mm} 3 UserBehaviorLog object (3) 0.5 0.9 allow July 10, 2025, 6:12 a.m.
Users + Add

(mm} 2 UserBehaviorLog object (2) 0.5 0.9 allow July 10, 2025, 6:09 a.m.

O % UserBehaviorLog object (1) 0.5 0.9 allow July 10, 2025, 6:06 a.m.
<«

User behavior logs + Add 4 anomaly results

14
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AFEAL 985 =0 gigt o] ' Al A7} AnomalyResult 2o A o= FK=
AAE o] Ay 9)8S Ho&ET}t risk_score, confidence, decision ZE7F XA
ge slstocy,

3) User Behavior Log A7 % ¥te]

Django administration

WELCOME, SWON9570. VIEW SITE / CHANGE PASSWORD / LoG ouT ()

515t

- O

Home > Behavior > User behavior logs

Start typing to filter.

ANOMALY

+ Add

Anomaly results Actiois [ e
O USER ID
AUTHENTICATION AND AUTHORIZATION
O a TEAM
Groups + Add
O s testuser
Users + Add
o 2 testuser
«
User behavior logs + Add 4 user behavior logs
127 0.0 1:8000/admi i i rr0=3

Select user behavior log to change

e Go 0 of 4 selected
ACTION TYPE REQUEST TIME
click July 10, 2025, noon
click July 10, 2025, 3 p.m.
click July 10, 2025, noon
click July 10, 2025, noon

Z2}o|AEA POSTZ H&H ANEAL 38E 277} UserBehaviorLog Z@of| 7|=

E]o] Admin M o]X]oJA] ID, user_id, action_type, request_time =

solgict,

4.2

I=!

2EQ]

C
vl =

HRAl oAl RE(LSTM-AE + Isolation Forest)o]
S APt ghEol BYE sk, o] A At

& ohi= NAC tjA]E ot
1)NAC thA|E & Z1o]X]

¢ NAC Dashboard
Dashboard

Average Risk

100

Risk Gauge Total Logs

38

Blocked Logs

A =OJx]|

273 =|Oo|x|

=

%9 Aust

Ao R WHF ol gAl 2
£ wlEsl 57 OsE 4 A=

Recent 20 Risk Scores

FTEBTT
ice-1ED279
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rO

2)Logs 0] X]

4 NAC Dashboard All Logs

Action i Decision
(@ Dashboard
2% 32603 & device 1 login
2 | oas 2% 32603 sser device 2 download
B Logs
2% 32603 i device 3 login
device 1 download
device 2 login
device 3 download
device 1 login
device 2 download

device 3 login

2% 32603 = device_1 download

2% 32603 user_ device 2 login
2% 32603 user. device 3 download
2% 32603 = device 1 login
2% 32603 user device 2 download
2% 32603 user. ! device 3 login
2% 32603 user_ device_1 download
23 32603 & device 2 login
2% 32603 user device 3 download
2% 32603 user device 1 login
2% 32603 user. ! device 2 download

A4 209 P22 BOE 235 2 2 b dolxlojch Wy 2wy
M obER, 9@ 2I0H WIMO0R g EXol UE PAHACh our] BES
ven 22 202 2070 27te wolid Hr}

3-1.8A mo]x|
9A Wolx|S ol&sto] Sx0] HuE 2T

AN
~
A MRoR IHE 2 Ak 715 AET Aol

Ao, Fduojx] st Ule AR

3-2.22)A} ol x|(3

218 ugoz %4% YR WP T AA SR Welxg molxolch. 23

o S92 Hraoz YRS WPstel olg WASH YAFE WYS AXA B
=

Alad 235 32 20004 2ofral lov, ARIHE, &2 blocked ¢ =277 &
AL A2 o] A 2= ok o] Y5l HutolA FRE, ARME 23 235
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H
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Do)
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4
i%a)
o
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jn)
o
)
rol
ook

RA Ho]&:

175 A

SensorManager. TYPE_ACCELEROMETER &&
SAEE: %, y, z, magnitude, activity_level
SA Z7): 30&0iCH At

djolg 3Al: Float H|¥ -> JSON ®igt

20| 2AFA T

SensorManager.TYPE_GYROSCOPE &&

SAE e rotation_x, rotation_y, rotation_z, rotation_magnitude
2R 7] 30A0ITE Ak

djole] &Al: Float B -> JSON W&t

3.2 AAIA
SensorManager.TYPE_PROXIMITY &&

SAE ! distance, max_range, is_near, usage_context
274 %710 30%0kch Ak

gjo]&] Al Float |2 -> Boolean #gt -> JSON w3+

Al AE AR HlolH:

1.8 & 2

BatteryManager <&

val batteryFilter = IntentFilter(Intent. ACTION_BATTERY_CHANGED)
221 glolH: level, scale, percentage, status, temperature, is_charging

2UEHNF

ConnectivityManager &£

val networkCapabilities = connectivityManager.getNetworkCapabilities(activeNetwork)
2741 glo|8:is_connected, has_wifi, has_cellular, has_ethernet

3.0 22

ActivityManager &£

val memorylnfo = ActivityManager.MemoryInfo()
activityManager.getMemoryInfo(memorylnfo)

2% f|o]E:available_memory, total_memory, memory_percentage,

17
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low_memory

4.3+ 91|
Settings.System &&-

val brightness = Settings.System.getInt(contentResolver,
Settings.System.SCREEN_BRIGHTNESS)

2A) o]y : brightness, brightness_percentage

5.9 Ael
AR 7@ e

24 fH|o]H: session_duration, total_events, queue_size

ALEXAF IR =M HO]H:

1HE 28

View.OnClickListener &£
view.setOnTouchListener { v, event ->
s/ 27 gJojE]: x, y, pressure, size, duration., screen

}

2.3 2 oJHIE
View.OnScrollChangelListener &-&

logText.setOnScrollChangelistener { _, scrollX, scrollY, oldScrollX,
oldScrollY ->

/P gJoJE]: scroll_direction, scroll_distance, scroll_speed,
current_position

}

3HE 29

View.OnClickListener &£

button.setOnClickListener { view ->

/. RF gJoJE]: button_type, screen_x, screen_y, view_width, view_height

}

4.8 A 7]
Application.ActivityLifecycleCallbacks &8
override fun onActivityStarted(activity: Activity) {
/) RF gJojE]: activity_name, task_id, duration

}

18
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Mg dole] FA:

LIS

json
{
"logs": |
{
"sequence_index": 45,
“timestamp": "2025-07-12T09:30:00.000Z",
"user_id": "device--1020935285-anonymous",
"session_id": "session-uuid-abc123",
"action_type": "snapshot_accelerometer”,
"params": {
"x" -0.123,
"y" 9.81,
"z": 0.456,
"magnitude": 9.813456,
"activity_level": "gentle_movement",
"snapshot_time": 1720778400000
|3
"device_info": {
"model": "Google sdk_gphonel6k_x86_64",
"os_version": "Android 16",
"app_version": "1.0",
"screen_density": 2.75,
"network_type": "WiFi"
|3
"location": {
"latitude": 37.4219999,
"longitude": -122.0840575,
"accuracy": 20.0
t
t

I,

"batch_size": 9,

"timestamp": "2025-07-12T09:30:00Z",
"source" "android-app"

19
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HAE ANH 39 A2

json

{
"status"™ "success",
"decision": "allow",
"risk_score": 0.15,
"confidence": 0.92,
"message” "4 EAYCH,
"next_check_interval": 30,
"processed_logs": 9,

"total_received": 156,
"server_timestamp": "2025-07-12 17:30:57"

o EHIOIE] =% ArEl ®+u=
35 6 35
= ojHE CH=l = Al A
Opx| o F 09:04:06

)

ot

SAl & HE: MK &2l HOIHE MHE T

r
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a0e HE

B ciio]s] ==t

M= = =

o =

clolel &7|sk @RI 49 clolelg %7]st

24 A 271 5 oflE 3 HolH HAE Vi &7](ok) 19)

| £A.
+ Z O[HIE: 387|
CH7] = 367)

AR A A 36

LM RS 89X

B O[HIE Ej¢E:
» activity_created: 17}
» activity_started: 17}
» activity_resumed: 174
* app_fareground: 174
- sensor_calibration: 474

usage_context: 174
enviranment_context: 174
user_activity: 374
device_orientation: 374

- battery_status: 174

= network_status: 82

touch_down: 2721

touch_mave: 171

touch_up: 27

buttan_click_detailed: 27|
- system_memory: 274

» arraon hrinhtnace- 2731

21
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4.4 ARy B9
0)CLUE-LDS Hlo[EjAl Axje] & 271 BA

CLUE-LDSH|oJ&] Alo] 2 ad|oJEofl= ofg] mja|o|g 50| £Af stct. o]2{st mteta]
S Iz AFES o= ¢7] d2o] dolg AA2 g HAoF stct offl=
CLUE-LDS?Q] AlA] 27 g]o]g djA]o|c}.

Json

with open({'clue.json") as f:
tor idx, line in enumerate(f):
if idx < 1e:
J = Json.loads(line)
print(json.dumps(j, indent=2))

continue

TERMINAL

"params™: {
"fuseful -turguoise-cardinal-historian™

“file accessed”,
201 7-@7-8FTe8:57:57FL",
"yellow-chocolate-carp-busdriver”™,
o 1
“uidType™: "name”

"params™: {
"path™: "/fuseful turquoise-cardinal-historian”,
“run": true

¥

"type”: "file updated”,

"time": "2017-07-87T88:58:827",

"uid™: "yellow-chocolate-carp-busdriver”,
EidTE 2

"uidType™: "name”

oj2iet mtu]H S HA k= wgo]l R3]0 vectorize_clue.pyz A HE Al
oJslf oAt diolHE HEfst sto] & ¢ whE HlolH X|2]5 fetolth.

22
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slide size = 5

seq_data = []
uid buffer = {}

i in uid buffer:
id buffnr[md] =il
uid_buffer[uid].append(vector)
if idx % 10 =]
print(f {idx} 1i current seq: {len(seq data)}’)

if len(uid bufferfuid]) >= seq len:
seq data.append(uid_buffer[uid][:seq_len])
uid_buffer[uid] = uid buffer[uid][slide size:]

Vectorlze clue 19)/4

Processed
Processed
Processed
Processed
Processed
Processed

Processed

Processed
Processed

58448000
564150000
584160000
56470000
58480000
56490000
56500000

lines,
lines,
lines,
lines,
lines,
lines,
lines,
lines,
lines,
Total sequences: 10100477

current s
current s
current s
current s
current s
current s
current s
current s
current s

1808239416
10885946
10887941
16689935
16691931
10893915
10895908
10897899
16699896

ojgAl A=
1)LSTM-AE 7'Z #8

Ololgl M-S #E st st F, LSTM-AE 233 st&oto] o]2 ThEojxl rHlo] de&
A%oh= Bgo] HQsitt. train_latm_ae.pys ©]&otd] HA A|HAS SFSAIFH L,
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0]S Istm_ae_ckpt.pto]] AJo]E&t% Tt

__dnit (self, input dim, hidden_dim):
er().__init ()

self.encoder = STM{input dim, hidden dim, batch first

self.decoder = nn.LSTM(hidden dim, inpu

~dim, batch first
forward(self, x):
s (hy, ) = self.encoder(x)
h repeat = h.repeat(x.size(1), 1, 1).permute(1,0,2)
out, = self.decode
eturn out
np.load( cl

h.tensor(x, dtyp

shuffle
num_worker:

)

model MAL (5, 16).to(device)

opt = ch. (model.parameters(), lr=0.001)
criterion = nn.¥

olZA &&= ndo] HiLo A3sHE7] 9I5| make_test_sequencesE 0]8-5}10]
glg+oldHlolE 7t A9l HAE AJEAS ATt

seq_len
vectors
anomaly

1

vectors.append(vec)

is_anomaly e

is anomaly 1
s _anomaly = 1

sum(anomaly flags)}
sequences
labels
for i ange(len(vectors) - seqg len + 1):
vectors[i:i+seq len]
label = 1 if max(anomaly flags[i:i+seq len]) > @
sequences . append(seq)
labels.append(label)

py ', seguences)
» labels, fmt :
len(sequences » Ul 4 - {sum(labels

make_test_sequences.py
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o|% R|F/d QAFS 4. thresholdE Z=4ste= 2 A4l H f-1 scores?| 3
7t X BE o]&sto] BHo] d5Z F7I6l BT

as plt

ort precision score, recall score, f1 score

errors
labels

normal errors[labels == @]
anomaly = errors[labels == 1]
mean_normal = np.mean(normal)
std normal = np.std(normal)

max_candidate = mean normal + 3 * std normal
sweep min = 7.0
sweep max = 8.0

plt.figure(figsize=(8,5))
1t.hist(normal, bin
.hist(anomaly, bins=
title(” '
.xlabel (" ¢
.ylabel (
t.legend()
C.show()

{errors.min():.6f} ~ {errors.max

run.pyq] 48 I

Reconstruction Error Distribution

100 4 Normal (100)
Anomaly (91)

80 A

60 4

Frequency

40

20 4

0] T T T T T
0 2 4 6 8

Reconstruction Error

A dlolEjg ol4 dlojElS AlZtat

25



2025 7| ECLA SR

Threshold Sweep

1.00 A1

0.98 A

0.96 -

Score

0.94 A

092 + — Fl

Precision
----- Recall :
0.90 4 -:- Best Threshold (7.0000) | st i i i T BTN |
7.0 7.2 7.4 7.6 7.8 8.0
Threshold

f-1 score, precision, recallg ©] &3t 29 7}

st
o

rQl

2)Isolation Forest 7l

Isolation FOFeSH 3587t foiMe B HAE AJHAS ThEojof & Bt
ARG A TL HAE AJHEA json IE2 TSI
offl= ©d AlHA UHo|| SHR Al lolation Forest L& I 2 EERQIo|C}

» encoding="ul
strip()

.isoparse(j[ 't

test vector = np.array(test vector).reshape(1,
pred = iso fo .predict(test_vector)
score = iso forest.decision function(test vector)

print("\n[

print( i test vector flatten .tolist()}™)
print(f’ {pred[@]) = &
print( : {score[e]:.

')
isolation_forest_clue.py?] 4% F &

26
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om melo] I 27F AR, B8 AR(-1) HH
SHA HE} O}EHL nelof] vy 238 AUS WY Ay shwolot

[INFO] Model saved to isoforest model.pkl

Frco) B e mich 2 )

Vector : [1.@J 0.0883332333333333333, 1.8, 1.6, 9.99999]
Predict: -1 (1=8%, -1=0[4)
Score @ -8.189789
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i
il
et

fru

-HAIYY 2E(LSTM-AE % Isolation Forest)T 2 EERQ] 7H &
-HAled 2R de TS AT HHER RS

-CLUE-LDS dlolg] &A2] &

-AREAE 23 oY 24 AedF

-ol4 © Al Aut AlZtEE W OAREAL HOE 9ot GAHE(ZEEQNIE )T EE}
AN EE

“UARE Tl E0t AAE
~98tg ojZelAolA Ul /A
—olZe) 7ol 1% A7k ABF
-AbgAH AE dlole] 24 513
~olaleld B9 Ayt wer P

“AF8AF AE dlole] 4 U Al I3 DB Lz Eery Y ¥R
-7A ge) DB mREERY UYE
-Djangog ol &g MAE o7|Elx A U BYF

ol &Rl B 9 AHEAL ofZaAAo M AE WO THF

7 e B ]
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