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ol&: URL wurl
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response <— async__http request(url) {H ‘g | HTTP 94}

endTime < current _time() {25 & A7 7] =}

if response.status € [200, 300] then

responseTime < endTime — startTime {-85 A7k A4k}

10: else
11: responscTime < NULL {/F€] =7} 200 F+= 3000] ofd 74
12:  end if
13:  responscTimes.append(responseTime) {AE 2| AEO %%}
14: end for
15: return responseTimes {2 A~E HEgH
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Algorithm 2 N3] H|57] HTTP @3 o] H+# 2 A|7F AAF
l¥: N3] H|Z 7| A7 @] AE responseTimes
2: &9: N3 8% 7] ‘3 GA 7] WA averageTime
for time in responseTimes do
4:  if time = NULL then
totalTime <+ totalTime + 1600 {NULL %2 1600ms 2 2t}

6: else
totalTime < totalTvme + time
8: end if
end for

10: averageTime < totalTime/N {Tﬁ S AIZF A4}
return averageTime {H-7k g}
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ST AZH 3L #a 5%, 24 x4, 3T A
Algorithm 3 B3 29 A7 24 ° &7 of M2 7] Az

ot
trueStop < 0 {trueStop (¥4 &3 F=& ¥) 273}
temporaryStop < 0 {temporaryStop (324
3: decreaseSection < 0 {decreaseSection (-7 A7} A FE A3 ¥HSE) £
"
responseTimes + [| {8 A7+ 718 9 AE %278}
averageResponseTimes « (| {8+ 7 AHE 7|15 g|AE 27|38}
6: while trueStop < 2 do
for i =1 to REPEAT NUMBER do
responseTime < get _average response() {2 &d1g]&o s FE 3
T SF Al 7HA 271}
9: responseTimes.append(responseTime) {-3F A7t 2| AE| F7}}
end for
sumResponse < Y responseTimes {-38 A7+ @4t}
12:  average < sumResponse/ REPEAT NUMBER {83 A|7te] B4t #|

/CI-}
average ResponseTimes.append(average) { B+ &G A|7HS 2| AE F
7t}
if len(averageResponseTimes) > 2 then
15 if averageResponseTimes[—1] — averageResponseTimes|—2] > 150
then
temporaryStop + temporaryStop+ 1 {-8F A|7to] ZASHA] LS
A9)
else
18: decreaseSection < decreaseSection+1 {-3HF A|7to] ZAHS 39}
end if
end if

21:  if temporaryStop > 2 then
responseTimes.clear() {responseTimes 2| AE %7|5}}
averageResponseTimes.clear() {averageResponseTimes 2|AE Z7|
St}
24: temporaryStop < 0 {temporaryStop Z7|5}}
if decreaseSection = () then
trueStop < trueStop+1 {decreaseSection®] 0¥ 7-¢- trueStop 57}}
27 end if
wait(decreaseSection x 1000) {decreaseSection®] w2 o 7]}
decreaseSection <+ 0 {decreaseSection % 7|35}}
30: end if
end while
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4.3.1. HE4 1P M= U Sigmoid &+ HE

HIEY A8t 24 3+ 2H

20| AFESH ME2L OfZ2[AH0|M2 d&5d Pod 17HE =2|7] {5 Bt A5
2l QHFO| 3£ 2403|0|Ct M2t 2403 Ol @S EWES I Sigmoid &
7+ 059 ¢l 7K =5 AU

At

Ol M ARXtO| CHSH 14 F sl0f st 23 7|Z0| JUCHH ZH0| AESt
= Z0| &Lt 0§ S0 Oy EXE &8s & Zut CPU Ar E0| &2 APIO]
1002] O|&tel HO| E0{2 Ijf Ol QHE=Z EX|StH, 1002/0|A Sigmoid &=
7t 059 &2 ZHX|D 240%|0|A Sigmoid &7t 19| 7 % JHRIA ot W mE
Ho|ct.

HQtst= Sigmoid &4

OiZ70j8e =a7|=0] gi7] =0 Pod 17HE =El7| fIgt 2F A2 24020
0.59] gt= ZHXIA RUCE 30020 12| 7M7t2 = 7HA=5 =2l nf2toHE 273
SHC}
AN .

Tk IE

Algorithm 4 Sigmoid &+

A

UH: o
Z=9: Sigmoid &9 Atk
X0+ 240
K + 0.05
5,;}‘—’}‘- s1.gmaon d(:f:) :

return

1+exp(—K x(z—X0))

19



4.3.2. £ IP SLEEP

gunz|s 44

- R AlZE L EF IP7F EW 2F 3+E X3|BHCH

- Z+E YHCZ sigmoid &+E SESH0] 01 1AL0[Q] gt ¥ 10002 &K
ms CHR[E AT}

- AME XA AZHEHE MH|A 2R ES ™Sty ™ ofE2|A oM O/=0{0lM
Thread Sleep= =&9%l0] SHA|ZIS mEtotC}

#E AC

Algorithm 5 IP 9% 3l-+~& ]H}OL—_ Sigmoid ¢F A8 9 Ag|E 7]

1 e k9] AgF Bero 1P 8 8
2:

1000 &S+ 2k}

ol r()qucsf(‘ounf

delayTime <+ sigmoid(requestCount)x 1000 {4 &1 2] Sigmoid 2 1}

3: 2 E sleep(delayTime) {AHEE delayTime msYkE tf 7]}
4.3.3. VM &2 d¥S St Y3 =7

¢uz|E 4%

- B AZH W E- 1p7F B 2F 3I+=E Z3[otCt

- 8% 38 YHOR sigmoid & Z &S0 01t 1A10[Q| Z+2 Y=Lt

- Sigmoid &+E S Y2 wUS FESI0 MHA XS S| T ofE2(AH 0|
4 0= I0101|A1 VMOl HEX o2 |PE TESICE HTTP POST RES 8310 IP
£ JSON g4z FEoHLt
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MH #E 3C

Algorithm 6 IP 8% Sl4=5 7|99 2 Sigmoid ¢+ A& A [P SFEFHOZ V

o A

1: 4=: o] A 7F Zote] IP 834 314~ requestCount

2: probability < sigmoid(requestCount) {4 L112]Z Sigmoid 2=
2 2%}

3: randomV alue < random/(0, 1) {02} 1 Afo]e] Qleole] gk AAl}

4: if randomV alue < probability then

s A 8% IPS VM| A2 (SHE40 2 IPE VM| AL)

6: end if

VM el 4F #E 3C

Algorithm 7 IP z}th 2 §fjA] T2 A A

1: 4= POST 94 dlolH ip
2: IPo] djsf VM ajd] d3:
3: a. VM Htghs A28 ol 2ot i o] AJA:
4:  blockCommand < sudo iptables -A INPUT -s {ip} -j DROP
5. b, &ZAck el o] AdY: execute(blockCommand)
6: c. ATHE 1P 550 sid IPE AFT AJH 2 HA
o d. LA A TE A7) sleep(time)
8 e VM o A5 9ot oAl o] Ad:
9:  unblockCommand < sudo iptables -D INPUT -s {ip} -j DROP
10: £ oA W o] Al execute(unblockCommand)
11: g A A|ZF 7] sleep(time)
12 h, 2 [P 550 s IPE A dei= EA]

13: F&
Algorithm 8 o] =5 A do}l= execute 9t
1: ¥H: H&H o] command
2. Bk execule(( ommand):
3. try:
4: subprocess.run(command) {H & o] Ali}
5: 01"}" %i
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43.4. O] MH J|gte| BEX EFL Flclo|uE

J

- 2F 3+E YH2E sigmoid &S =EOH 0 1A10]29] gt Y=Lt

- Sigmoid & S ¥2 S FESHH MHA REHS S| © 0 E2(AH O
s

4 0S40 =HENCZ EO] MHZ 2|0 E ot
- OOl MHol= 1C B0 E &850l 3 AlZtS 1000ms A|SotLt.

Tk IAE

Algorithm 9 IP 87 315 7|¥t Sigmoid ¢ A8 9l IP gjclo]2 A

1YY o9 AJZF B9 IP 84 Sl requestCount
2: probability < sigmoid(requestCount) {4 312]Z Sigmoid A=
= A%}
randomValue < random(0, 1) {03} 1 Afo]e] ¢l oje] ZF A}
if randomValue < probability then
gctoldld: 24 IPS tju] AJH 2 2chold 4

6: end if

AN ol

Gio| AH tc BHOIE 28

olo
L
=
=
Ral
re

flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500

inet 172.20.10.9 netmask 255.255.255.240 broadcast 172.20.10
inet6 feB80::884:7451:b40:283 prefixlen 64 scopeid 0x20<link>
ether 08:00:27:0c:b9:5c txqueuelen 1000 (Ethernet)

RX packets 27 bytes 4121 (4.1 KB)

RX errors © dropped © overruns © frame 0

TX packets 86 bytes 9260 (9.2 KB)

TX errors © dropped © overruns © carrier © collisions 0

sudo tc qdisc add dev enp0s3 root netem delay 1000ms
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- G Al W SF P72 2F S-S =g|ottt

olo

- 9% =47t §% TU0| =B ST AlZ XY YYOIS Mt
x

- Olf @F sl =AH2 1503, 2402, 3502 O|C}.
® 1502 M= sigmoid #40] 0.10] L1222 100ms & AlZt X[ 2H
® 2402[¢¥ M= sigmoid #40] 0.57} LI2B 2 500ms & AlZt X[ 24
® 3502 M= sigmoid #40| 0.997F LI2E2 2 1000ms S& AlZt X[ &3

OpenWRT FE0| & AlZt 1000ms HE 0| A|

# traffic control @HOHE O[&3HAM qdiscOl & interfaced U

tc gqdisc show dev {interface}

# THY POl CHSHA! 1000ms manually defense

tc qdisc add dev {interface} root handle 1: htb default 12

tc class add dev {interface} parent 1: classid 1:1 htb rate Tmbit

tc qdisc add dev {interface} parent 1:1 handle 10: netem delay 1000ms

tc filter add dev {interface} protocol ip parent 1:0 prio 1 u32 match ip src {specific_ip} flowid 1:1

# Ct& IPO| TS Al 1000ms manually defense

tc qdisc add dev {interface} root handle 1: htb default 12

tc class add dev {interface} parent 1: classid 1:1 htb rate Tmbit

tc qdisc add dev {interface} parent 1:1 handle 10: netem delay 1000ms

tc filter add dev {interface} protocol ip parent 1:0 prio 1 u32 match ip src {specific_ip} flowid 1:1

tc filter add dev {interface} protocol ip parent 1:0 prio 1 u32 match ip src {specific_ip} flowid 1:1

23



4. 29 % 4

ol

»

4.4.1. &9 MH A 9 m2tolE

7tz Az EQ0 Oracle VM VirtualBox 7.0.18
tEH (VM) 748 VM 7<= 174
VM AHQE CPU: 4| CPU && st 100%
core
o &2 2] 3092MBn
C|lA3 | 70GB
37|
2R[E Ubuntu 24.04 LTS
0S

[# 1] 7 O{4l 28 mtetolE

Q MHE E8| ME{Z} AWS Instance t3.medium I} H|=3t M52 7K &

o
o
il

HEH3I 23 MEENERN
ws: =2 1Gbps

[ 2] HESRI3 $+4 mietolH

Q
L2

ol JAVA 21
a3 Spring Boot 3.3.3
[E 3] OfEZ2[H 0| M HH

Kubernetes Minikube v1.30.0
[E 4] Kubernetes H{Z

H-|
-
o
|
rmn
ne
H
[m
Hu
-
0x
rn
Bl
rlo
=
Ha
lo
il
i)
| >
m
= N T
>
0
Ot
=
met -4
HU
~
C
lon
D
S
o
o)
wn
riot 10k rf

=
SOILt HIAE 82 ALEECL SHAHE WEAH ddsta A

BN 7ESILY.

24



AHYY T4 2jan

Op

& | Deployment

A€ 7= Z|2 Pod = - 174

Z|C} Pod %= - 574

[ 5] HPA Iizto| g

ME HE Y g22d £ 7|80 20, M8 MOl CPU EEE0| 20% O]

SHCH h2tM ™A 72 CPUS| 20%E Z+ Pod2| CPU ALEE
UL Bt podY FKX| 7H8 CPUQ| 20%7HX| & %= 7| 20|, Pode %
=

HES BF CPU AtEE
Et Utilization
H@o A BE SEX 60%

(£ 6] =& HEZ Iteti|H

U™HOAMEO JE X 284 FH 7|F, 70% XAl ME AFEEO| ItCstCtn
CHOFCE Mh2tA 60% 2 I, Auto ScalingO| LO{LtEE MHSICE [15]

Scale In (2 0f) stabilizationWindowSeconds (2Hd2FA|ZH: 602
PSS s Pod %
o 1

periodSeconds(&%& 7|ZhH | 60=

Scale In (E2¥ ) stabilizationWindowSeconds (2t 3tA|Zh: 15%
qH S5 Pod =
o 1

periodSeconds(2H& 7|7h | 15=
[E 7] HPA E& Tjzto|H




4.4.2. FH A28 FEE

User

Node

A +9 7|7 PR
i
"u)
Web Service

4 Pod Pod Pod
- RESTAPI YoY: k
‘oYo Attac & & &

374 M3 WS . = | =
o ) o)

Kubemetes Cluster

Resource
. Data

Monitoring

m Grafana

Yol EHE ZUEHY

(A8 3] TA Al~E 8 CHo[o{ &

LHE

HTML, CSS, Java ScriptE At&5t0] ZZX HA|EE, 20X} CHA|E

c= Jjysict

Bo| SUF
(HAZ MH)

HIA EEiTO0| AR wol oiHLES X

=

Yol SHZ0 HTTP 2FS 2 YoYo Attack = &t

M
L)

g0l O|OX[E 7|gtez Y OfZ2|AH0|4S Cret 2HE0) by

Docker Pt
AH 0|4z}t & OfEFE2|AHOlMES 2[AA AMEEO| M2t Auto Scaling
Kubernetes stCt
AN2g BLEHEY £72 8 ofZ2A 0140 HEIQ 45 XIE 47
Grafana 5

[# 8] Al FdR2

26




(ON) Window 10

SHE 90 HZ3 LG gram
CPU i5-1135G7 @ 2.40GHz FHEZY
O 2 2 16GB

[# 9] 44X} PC1 Spec

(ON) Window 10

SHE0f HEY GE75 8RF
CPU i7-8750H @ 2.2GHz S AL O
o =22 16GB

[ 10] 34X} PC2 Spec

AZEQY OpenWRT ramips/mt7621 23.05.5 (r24106-10cc5fcd00)
StERIOf NEY ipTIME - AX2004M
CPU OICIO{& MT7621 - LA
o =22 256MB
ClA3 37] | 128MB
A4 CHXE | LAN 4port 1Gbps
WAN 1port 1Gbps
WAN Channel 2.4GHz 5GHz

[ 11] &77| Spec

AIZEQO| | Raspberry Pi OS (64-bit)
SHE 90 HEZ3 Raspberry Pi 4 1GB
MCU BCM2711 H 2 E Z(Broadcom)
TZMA FE 30| Cortex-A72(ARM v8) 64H|ESoC @ 1.5GHz.
oz 2] 1GB
Cl|A3 37| | Sdcard 64GB

[# 12] Raspberry Pi Spec
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