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5. B0 AIEMMX|C] utd| =¥ L U F7HE N
5.1. HOIA T 2|E XA}

5.1.1 AES
t PLAINTEXT

- -

[ AddRo:JndKey ] l"l AddRoundKey I‘

SEssmnsnar

l InvSubBytes l

P T

'
; [ Sh.ﬂfo‘qs I ; g 2 [ InvShiftRows I ":
: : o i -

i [ MixColumns ] E % ermmme et ———— "

: I ; e >
. ' s l AddRoundKey |

| Addroundkey | i

samunanr

ENCRYPTION
DECRYPTION

[ InvMixColumns I

T

[ InvSubBytes I

\
’

ROUND 0-9

Sssssnsssenw

'-I InvShiftRows I

.
~

| shiftRows |
.

e .-

AddRoundKey
-[ ............. l. | Addroundkey |
+ CIPHERTEXT CIPHERTEXT

[ 2—1] AES &€ &€¢xdEE=

A7 s Lng|Fez uH™HE 128-bitBE 3A7|E 7HEICL 7|9 Zolo 2ty

128/192/256-bit2 LHE X1 Z}Zt 10/12/142]|2| B2I2EE HA|H ZTIAECE

AddRoundKey: XORIAt2 &5t 0 AL 1709 HIO|EO|TH HekE &=L

SubBytes: 0O/2] K& E S-BOXH|O|2S &850 X|tAits TIABiCt

ShiftRows: 2t 9| =ME Ht= AL

MixColumns: 2} €9o| 7}52 &4 it2 Sl L=3to| 2it2 HHSIH AESY= Lag
A

5o it T 7Y 71 2QAZto] st ¢tolC),
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5.1.2 ARIA

| Plaintext (128) |

hJ

he— ek,

¥
| S-box layer type 1 |
I
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hJ

Pe—— ek

v
| S-box layer type 2 |

[
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k.

Eé‘i ok, 4

k.
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I
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h

g
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E‘é‘i LA

k
[ Ciphertext (128) |

ek

n

T

=X :ARIA E2

ARIA Z1Z|E2 CfEH7| 4= LINEFELR, AES
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3
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|
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De—

F
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I
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éé‘i dak,,

r
| S-box layer type 1 ]
|

| Diffusion layer ]

Pe— ok,

r
| 8-box layer type 2 |

é}‘_ K, s

| Plaintext{IEB} |

UT YD2F P - IR

ne D|>|

substitution boxE &9l Y= HO|HE X2ttt

ARIA ¥12|E2

etgs
N

Kgh ASoAMel &

datot7| e + 7 s-boxE

o
St=Ll, 24 22E0ME S10] A& L, B 220 M= S27F AFS L.
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5.1.3 ECC

Take Prime Number,
m. n Values

v

Base Point
Generation

v
Private and Public
Key Generation

v
Plain Images
A 4
Encrypted CI, C2 |« Public Key -« Encryption
v
Cipher Image = Private Key o Decryption

v

Plain Image

=X : ResearchGate
¢l ctojojase ECC(EtY JM 233, Elliptic Curve Cryptography) ¥1n2|E0| L4HHl SE
= LIEHLH D QUCt.
crojojao| 2t thAl= ctgar 2Lk
1. 24 9 2t MEH: A=(prime numben®t & 7H2| Zt(m, n)S MEfSCY
2. 712 ™ M. dEist A5 J|HIOZ J|2 HM(base point)2 M -QHCH
3. 700 7] R 37 7| ME: 712 HE A8 2l F|(private key)2t S0 7|(public key)E
dotct.
4. Y2 O|0|X|: L=z RIE O|0|X[(plain images)E FTH|THCL.
5. ¥=3k 37 71§ AMESIY RE O|0|X|E Y= Sf(encryption)TtCt. O MHEHOIAM L= otE 24
It=(encrypted C1, C2)1t &/ 2= 2tEl O|O|X|(cipher image)Zt &/ EICt.
6. 233 740 7|E AMR3I0 LSStE 0|0|X|E2 B 3Hdecryption)BHCt. O] MHHES S3f &

0|0|X|(plain image)S CtA| Y=Lt
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5.2. 2FDC XA}

5.2.1 ECB
Plaintext Plaintext Plaintext
[TTTTTI [TTTTT1 [TTTTTT
v v v
Block Cipher Block Cipher Block Cipher
Key —=  Encryption Key —=| Encryption Key ——=  Encryption
v v v
[TTTTT [TTTTTI
Ciphertext Ciphertext Ciphertext
Electronic Codebook (ECB) mode encryption
Y2g DFE Av|o] 2202 UHED 47 SYNoR UTIE WY
> 22 7|2 ABdl0l BYUB BE 222 S °SE 2202 HuEr
KA Ct™
o O —
o HIAXZ(J} 7hsotLt B =5 o HUBAE K|
o Y 220 i 2 28 Yotd SF RYol 370 Y
of deg FX| Yot o 4 ot
5.2.2 CBC
Plaintext Plaintext Plaintext
[TTTTT [TTTTTT I I
Initialization Vector (IV)
[TTTTT - -3 -P
v T A
Block Cipher Block Cipher Block Cipher
Key *|  Encryption Key *| Encryption Key *| Encryption
\ 4 A \J
[TITIT] [TTTTT1] [TTTTTI
Ciphertext Ciphertext Ciphertext

Cipher Block Chaining (CBC) mode encryption

O 22| U3 ANE WM 220 YB0| AMZ A0 ALREHL}
O YEE S22 XORUMS 811 O ZWE Yosheic
> A7|3h WE7L AL EC
2 o
o U2 HE ZEOEtE OfW C| m 2F MO LA
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&gt m FBXE7} ofHLE

2h=Ct
Nonce Counter Nonce Counter Nonce Counter
¢59bcf35... 00000000 ¢59bcf35... 00000001 ¢59bcf35... 00000002
I I [T [11 [1T
i ' i
Key =| Block Cipher Key = | Block Cipher Key = | Block Cipher
Encryption Encryption Encryption
Plaintext - &$ Plaintext - Plaintext -
I1 [TTTTT ' I [ITTI ' I [TTTTITTTT '
TTTTTTTTTTTTTTT TTTTITTTTTITTTOT TTTTTTTTTTTTTTT
Ciphertext Ciphertext Ciphertext

Counter (CTR) mode encryption

> Fi2HEts d&58oz FIMSte ¢t A=t 7|8 AMESHY ¥t AEES
&gtk
> BE 220 NFY YLK %0 oAl FLE ol UsE|o Y AE
de Yy
PNFS| CtA
o O
o =2 NI £k o 3IYUTH FI2H at I =S
o =2 82 N2 5 MALESHEH Eotyel fldes =
o F Fmrt gict g & QUL
o [OO|Ee RZHS ETSHA &
=Ch
5.2.4 OFB
Initialization Vector (IV)
Block Cipher Block Cipher Block Cipher
Key —=| Encryption Key —=| Encryption Key —=  Encryption
Plaintext | 7 Plaintext | : Plaintext
[TTTTTT - 1 (IITTTTIT] —=6 OTIITTI1] —=(
L o W L
Ciphertext Ciphertext Ciphertext

Output Feedback (OFB) mode encryption
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HE 37|10 oaglo] 7| AE o e =AY £+ AUCH
dg MHE 4 Ut
Initialization Vector (IV)
v v v
Block Cipher Block Cipher Block Cipher
Key e Encryption Key . Encryption Key - Encryption
Plaintext Plaintext
I I - I - 0 Plaintext |
[TTTTTIT]— ¢
v v v
Ciphertext Ciphertext Ciphertext

Cipher Feedback (CFB) mode encryption

AEY YTt QA YAR XS
Ofset 22 Moo ULES W20 XORALSO UYBHE et
A CtA
o O [ |
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5.2.6 GCM

| 0128

l Counter 0O

|

l

Encryption

Encryption ]

£

CTR2E RLEE O|88iAM 7|

Plain text 1 (23]

&

Encryption

Cipher text 2

[=>) i

[ GF_Mul(H) ] [ GF_Mul(H) ]

Associated
data

[v]

LenAAD]| |LenCt @D

[=IPSE=2
=Z2o=

@D

CTR
Encryption

GHASH

A 23tct

—

22 3otE HO|HQE AAD HIOIHE #8310 GHASHE = dAitg sdf F2Ad
= M3t
KA CtA
o O | B e |
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HOtANEE

TestVector2 ZAZS.

E) ARIAT28(ECB)KAT.txt X

testl

B ARIAT

PT =

[ ARIA128ECB.req X

000000000000000

KEY =
PT

PT

92E51E737DABB6BFDOEABCS

352E3
15D2A8E
301A065BE26EDB1DF1273DD3A6B

89BB
31466°

CFD53E940C554436

MEE AZE fax THY

CipherText==
HIWSHY AR Zfe
DEQAME =7z

ARIA ¢1n2|Ee

ot 22| E0| LotLt
7t2E 440
| Test Vector= KISAO]|
ol ==

Ase A2 A8

Vector= NISTY

500000000

= 92E51E737DABB6BFDAEABCS

D32224F77
9763E19B4FBCA@GD7034CCEG3
BFEASBC7805
AC4EB559724

38121FF4B707A01

029A6A19752994@1E35DD5E7B137C396
SBD17C1DBA@3@815EB581933F338B813

2 HMEHozE WM S Q| CipherText
KEY, PlainTextZf
o] MZ&Est CtHE,

10000000000
D32224F77

D32224F77

pD7034C 3
7BFEAS5BC7805

: 5AC4E8559724
EDB1DF1273DD3A6B
JulleF4B?'?A@1

EQFlEAF(
44765262352E:
001(AH81”D2A°

J3u5813

UEDl?(lDBA“J@UlEEBSUIQJJ

oy & ASE rsp oHY

PS C:\Users\castledoor\ARIA\SrIC
PS Users\castledoor\ARIA\SrcC

Matches:
PASS

276/276

HAE

71Z9 txt MYUS ThFSiAM 7|t
U2 rsp THEO| MERSLICH

HA "
= JtX31 gt = @ag|§S sdsto] SR

>

0l ot O CipherText #lE2 .rsp LtQ
TS I& LICH CBC, CFB, OFB, CTR
2o sie A4S F7tshM THSHAS

ol ECcC 4102|E9| Test

1]
o
ot
N

L|C}.

SLICL
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54, 20Z0 M5 =X
o AESYMEZO CfE M5 5

Z1: 1111111111111111

H2: 0000000000000000

£7)8} HE: Gz A4

Zt 22 c0f hs CYCLECOUNTER

2gnc ECB CBC CTR OFB CFB
CYCLECOUNTER | 79031 79189 79281 79540 79526
HHXMOo 2 H|xet CYCLETE 7IX|2 QY=Z2 2 = UASL|C}
e ARIAZI1Z|E0 Cist s &5d
7|: 000102030405060708090A0B0OCODO
I 2. 303132333435363738393A3B3C3D3E3F
X 7|3} WE: AOATA2A3A4A5A6A7A8A9AAABACADAEAF
Zt 293 0] C{$t CYCLECOUNTER
fdgnct ECB CBC CTR OFB CFB
CYCLECOUNTER 27598 28021 28024 28023 28152
e ECC¥z|E0 CHst s 53
7|: 1234567890123456
HE: Hello, World!!!
X 7|3} HIE]: AOATA2A3A4A5A6A7TASA9AAABACADAEAF
X713} HE: dp2 MY
2dnc ECB CBC CTR OFB CFB
CYCLECOUNTER 17162 17093 17027 17073 18385
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5.5. IARE2 0|&%t XX} =
55.1. 253} I A28 22 ASSIE e uf o2 MEHM X=3}
case (TR:

for(int i = 0;i<block_size;i++)
{
for (int k = 8; k < 4; k++) {
for (int j = 8; j < 4; j++) {
save_reset[(k + (j * 4))] = reset V[(k = 4) + j];
¥

¥

aes_main{save_reset, expandedKey,nernundE)ﬂ
XORBlock(block[i], save reset,BLOCKSIZE);
increment_counter{reset V,BLOCKSIZE);

break;
CTRRYERE A3}
ossl |
7|3t HH ekl Y2t A7[3HH HE=E0 XOR At k=Xl
253t Wy
0|2 Z7|SIMEH2| CounterP&0| S S7HAIZ|L CHA| BIESiFM EICH
O7IM Y23tE ot= AL F29E St WAS HuE I BO| S3&= F20 22
O|Ct. O|H FEE|E BEES E0/M (TR Y REE X3S 2K} 8 SCE
TR
caseFor‘(int i = 9;i<block size;it++) case (TR:
{ 1] I 1 1 1
for (int k = 0; k < 45 ket) { for(int 1 = 0;icblock size;int)
for (int j = @; j < 4; j++) { -
save_reset[(k + (j * 4))] = reset_V[(k * 4) + j]; {
}
}
aes_main(save_reset, expandedKey,nbrRounds); , , ,
For(int @ = cia<icsar) XORBlock(block[1], operation s[1],BLOCKSIZE);
peretion slille] = save resetlel; increnent counter(reset V,BLOCKSIZE);
XORBlock(block[i], save reset,BLOCKSIZE); - -
increment_counter(reset_V,BLOCKSIZE); }
}
sk break;
CTRRYEE A3} %Xz} CTRRYERE =253} XH3}
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= CTR, €12|F = AES
Test Case.1

Key = 1111111111111111
Plaintext('8-&) = 0000000000000000

Initialization Vector(X7|SHHE]) : 2 MM

= o} Yot =t | 528 | AN} 529

CYCLECOUNTER | 79285 79613 79285 | 445

o2
ot
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i
al
o
Ot
rir
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0
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x
rir

B
ani
or-.-

B2 CYCLE7t L= 2 =olgh & bt oiX[2 Ho9t
o

:
2 Tgete MHME FWS| £ M5 IR A 2 4+ AACE Plaintexte] %0| O SO

Test Case.2

Key = 1111111111111111

Plaintext("8=) = 00000000000000000000000000000000
Initialization Vector(X7|ZHE]) : h=2 MM

= o} x| Nzt

.

oo | 529 | ANt 525

|:|O

CYCLECOUNTER | 158901 159089 158901 | 875

LA HdS TIlottt ojlf 22Xt PaddingS
o

=522
o|8siM =82 7|8 AFELL F2HE ot N Y2E ot 2F0| S| HE0f
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o
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rr
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- 4

Nonce

HI
o
o

80N 2 = AXO0| CountF2 50| BHE MOICE x[0]FE 14 S5t & a
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x(101fx247] x21 | xi6
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unsigned char roundKey[167;

unsigned char save_reset2[BLOCKSIZE];

for(int i = @;i<blocknumber;it++)

1
memcpy (save_reset2,state,16);
createRoundKey(expandedkey , roundKey);
addRoundKey (save_reset2, roundkey);
createRoundKey(expandedkey , roundKey);
aes_round(save_reset2, roundKey);
subBytes(save_reset2);

for(int k = @;k<d;k4+)

if(blocknumber == 1)
1

Pre_tablel[k][state[@]] = state[(k*4)];
Pre_table2[k][state[1]] = state[1+(k*4)];
Pre_table3[k][state[2]] = state[2+(k*4)];
Pre_table4[k][state[3]] = state[3+(k*4)];
}
else

if(blocknumber < 258)
Pre_tablel[k][state[@]] = state[(k*4)];
else if(blocknumber < 512)
Pre_table2[k][state[1]] = state[1+(k*4)];
else if(blocknumber < 768)
Pre_table3[k][state[2]] = state[2+(k*4)];
else
Pre_table4[k][state[3]] = state[3+(k*4)];

}

increment_counter(state,BLOCKSIZE);

unsigned char roundKey[16];
unsigned char state save[l6];
memcpy (state_save,state,BLOCKSIZE);
createRoundKey(expandedkey + 16 * 2, roundKey);
for{int i = @;i<4;i++)
{
state_save[(i*4)]
state_save[1+(1*4)
state_save[2+(1%4)
state save[3+(i*4)

= Pre_tablel[i][state[2]];

] = Pre_table2[i][state[1]];
] = Pre_table3[i][state[2]];
] = Pre_table4[i][state[3]];

shiftRows(state);

mixColumns(state);

addRoundiey({state, roundkey);

for(int i = 3;i<nbrRounds;i+d)

1
createRoundKey(expandedkKey + 16 * 1, roundKey);
aes_round(state, roundkey);

¥

createRoundKey(expandedKey + 16 * nbrRounds, roundKey);

subBytes(state);

shiftRows (state);

addRoundiey(state, roundkey);

CTR table2 D|2] MM

s | s | sii2)

s S[s] s[91 s[13)

s21 | sie1 | sio) | s

s71 | sii | siis)

2-round SubBytes

Inv_Shiftrows

s8] | siiz)
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