B0
KH
<

<+
E

: 202155654 A= 4|

SkA
of

Rk

202155656

202155644 Z4E



e

1.1 3tH| v A

1.2 IAR
1.3 QNX

1.4 RISC-V

15 SH

2.1 FHU™ &M dt

=
10

D

S T b T

[
joll
ar
od

C
a



1. 2bH| HiE 3

1.1 1t v A

IT7|=0| 2H5IEM Al 10T, YHLE S Ciret T2HE Aol st Aot 20| R ChE
¢ TOOL=0| /WEED A 7|50] BHSE 2= WE S22 455t ot §2 F2 &
MOIX|2H =Hotup #AE ZHEE XEH2Z Tdstn QUCt

€K TRENDS !

Ve
l', 1.4 |

120M

+87%

100M

8

~= ) DAY I(¥

7.3 Million 493.3 Million 112.3 Million

-28%

Global loT Malware Volume by Year

=X : Techopedia

55| 20229 =0= AEHEINZ, IOTE O #EHE 40| 22} 43%, 87%M S7tet4
2 T ACL =2 UWHELOf X Crfot Eotar #HEE ZZH2=2 QIS of2{7tX| X7t
st UKD o]t X2 QA 2018 0| M2 TAMZEQl Aol EHE
of ™=fA HatE 7FX|1 Cta O|OF7| St QUCH

() Global loT revenue, 2019-2024

1,200 MEnterprise loT M Consumer loT

1,000

800

600

Revenue (Sbn)

400

200

0
2019

2020

2021 2022 2023 2024

Source: GlobalData, Thematic Research

(@ GlobalData.

=X : GlobalData2021 622

26.7

=5 (5H9] : 59, CAGR: 47%)

177

215 2000 230
(4938, 2014
EH : AYARE, 2014



Z

o2 df

24
23

Z0|Lt.

=13
=

FA
2tel ®7|xt 2508

A

=

2 o %ol
oj2

—

—

F
17

o

F

3

[
—

=M= Ct

[="

f

F

Mz =29| HoHE ZELE;

BAREZE QUE

Al
=

o
[
—

o #OM & 5 URO0| H22T I0TAIEZ Al
oo ek &

2U

-_-—

{0
[N
{10
i
Ul
ofl
A

o
[¢)

O] Ol 47| A=H 67| 23| AHE

=
[=]

QEU ADE

2.

T YHICI= Al

=

A B0l EO[7| AlZfo
=

—

—

b &l

ZYIH B2 o YEL =H|

=l

A

1

21
=

=l

1L
A2[oi ZOofl et EE HolE

—

jTE

AM=S0]

—

[qA =ICt MAZ 20220 Of

A
T

O|X& 7|Z0f EXH3t

i

3

0

Mot &0 of7| M0

M RAHIEIE Al
SOl 37| CHB| [

o

-
o

ES
-

14
o3

B

ojru

of metd =X,
0N 259 HRE FH

2 EOA 7F

Ha

Kd

oMl

x

b

A

|2z Al

ZEX[3 AO{OF Bk, of

Ct d2iM

tAL, 582 Al

=

=

.
o

12

o
o

=

=

=

of2{ HlolH

|siAl= Creket HIOIH

I

—

-
o

=)

0170}

A 25 SiM 2X
=
A
|
O AlCHel S2% F22=2 A& ALk i

s 7ts Al7l=

o
F

=13
=

t71

.
o

2

=
=)

AL, 2X0| At
=

{

=
—

=
Ct. o
L &

AN

(o]
3 E|

7K Al
A7l QUCh O[NME ZEst

o
3U

—_

=

ol

ol
KO

1
o3t

$+

AHR 289 i

1.

KMl

oo

300
Jjo
X0



07]0f C{siA E=Qto| CHoh HiAS HIZC 2 RTOSEZES| FHAFS 24 Zo|Ct

ZYse SoIM YD2IFO BEYS HOFE U FRAX J|Z0| ALgSHs MOl o
s Fop S 8t QA0ITE 7 HYHO| A2 EXfots He

1. FressRTOSO|A{ 2018 IE M HE {F, A 3432 7tsStA o= 13
7R FHUE S YASIACE OF CVE-

2018-16522= SOCKETS_SetSockOptEt=0f| Al 244
St= 7|3 E|X| 2 ZOIH oA X7t 1, o] FHYFES O|8d| €4 ZE S40|

st XFH Fefgol 2A

T
2. QNXOfAM 2021 Cl=2 5§74 IE A A4S & = U= FA4YS LHSIACL
=]

CVE 2021—2215601| CHot 20t AN 20| HEE|A=0 CHEIRY 2H0|E2{2]|2] calloc()&s
F AT , AKX BIHHO R MHA HAREE FHSIAHLE 9

71E HE8H2Z ABEL s 2EMMEE AI”OI SE2WAM Cfefet Feofgo| AE T
Ch 22| g2 7IE2 FHA4gs 24ot=s AR H—IEP '—f0f7H1 RTOSO| E=AHst= #HAHS E

®

o a1 o -
AHCI= A|AH- JHES st S8 7HY S (DE)C =3 IAR Embedded Workbench2 22X
= e I~ I . =
Aonf CtEoh 00|22 Of7[HNME MSst= 7HE =0|Ch
main.c X A testS x
main() fo
1 finclude <sztdio.h> 1
2 2 public f001
3  extern void fool(); 3 ) N
4 4 SECTION ~.text :CODE:NOROOT(Z2)
5 int d2 @ 0x300000003 5 0o1:
B B lui t0, 0x30000;
7 int main( void ) { 7 addi t0,t0, 0x000;
8 int t; 8 addi tl1, zero, 0x001;
] t=£0010);: o 9
10 printf('d2=%d, ret=Nd¥n”, d2,t); 10 amoadd.w a0,t1,(t0)
11 t=f0010); o i1 ret
12 printf("d2=¥d, ret=¥d¥n", d2,t); 12
13 return 0; 13
14 } 14 END
15 15
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float f2¢ (float fahr) { o
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fdiv.s f0, £0, f1 // £0 = 5.0F / 9.0f
flw  f1,const32(x3) // f1 = 32.0f
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Search CVE

Data Feeds Update a CVE Record Request CVE IDs
TOTAL CVE Records: 237725

NOTICE: Transition to the all-new CVE website at WWW.CVE.ORG and CVE Record Format JSON are underway.

NOTICE: Legacy CVE formats nd
BT (51 C Tt T & e S

end on June 30, 2024,

Search Results

[There are 54 CVE Records that match your search.

Name

E-2021

E-2019

Description
Uncontrolled Resource Consumption vulnerability in Honeywell Niagara Framework on Windows, Linux, QNX allows Content Spoofing.This issue affects Niagara Framework: before Niagara AX 3.8.1, before Niagara 4.1
Improper Input Validation in the Networking Stack of QNX SDP version(s) 6.6, 7.0, and 7.1 could allow an attacker to potentially cause Information Disclosure or a Denial-of-Service condition.

3 Rizin is a UNIX-like reverse engineering framework and command-line toolset. Versions 0.4.0 and prior are vulnerable to a double free in bobj.c:rz_bin_reloc_storage_free() when freeing relocations generated from gnx binary plugin. A user

opening a malicious qnx binary could be affected by this vulnerabiltty, allowing an attacker to execute code on the user's machine. Commit number a3d50c1eal85f3f642f2d8180715f82d98840784 contains a patch for this issue.

An elevation of privilege vulnerability in the QNX Neutrino Kernel of affected versions of QNX Software Development Platform version(s) 6.4.0 to 7.0, QNX Momentics all 6.3.x versions, QNX OS for Safety versions 1.0.0 to 1.0.2, QNX OS for
Safety versions 2.0.0 to 2.0.1, QNX for Medical versions 1.0.0 to 1.1.1, and QNX OS for Medical version 2.0.0 could allow an attacker to potentially access data, modify behavior, or permanently crash the system.

A remote code execution vulnerability in the BMP image codec of BlackBerry QNX SDP version(s) 6.4 to 7.1 could allow an attacker to potentially execute code in the context of the affected process.

An integer overflow vulnerability in the calloc() function of the C runtime library of affected versions of BlackBerry® QNX Software Development Platform (SDP) version(s) 6.5.0SP1 and earlier, QNX OS for Medical 1.1 and earlier, and QNX OS for
Safety 1.0.1 and earlier that could allow an attacker to potentially perform a denial of service or execute arbitrary code

An information disclosure and remote code execution vulnerability in the slinger web server of the BlackBerry QNX Software Development Platform versions 6.4.0 to 6.6.0 could allow an attacker to potentially read arbitrary files and run arbitrary
executables in the context of the web server.

E-2017

E-2017

017.

891

dis leading to a potential local esca\anon of privilege in the procfs service (the /proc filesystem) of BlackBerry QNX Software Development Platform version(s) 6.5.0 SP1 and earlier could allow an attacker to
potennauy gain ur\authonzed access to a chosen process address spac
Secure boot bypass and memory extraction can be achieved on Neato Botvac Connected 2.2.0 devices. During startup, the AM335x secure boot feature decrypts and executes firmware. Secure boot can be bypassed by starting with certain
commands to the USB serial port. Although a power cycle occurs, this does not completely reset the chip: memory contents are still in place. Also, it restarts into a boot menu that enables XMODEM upload and execution of an unsigned QNX
IFS system image, thereby completing the bypass of secure boot. Moreover, the attacker can craft custom IFS data and write it to unused memory to extract all memory contents that had previously been present. This includes the original
firmware and sensitive information such as Wi-Fi credentials.

In BlackBerry QNX Software Development Platform (SDP) 6.6.0 and 6.5.0 SP1 and earler, a loss of integrity vulnerability in the default configuration of the QNX SDP could allow an attacker being able to reduce the entropy of the PRNG, making
other blended attacks more practical by gaining control over environmental factors that influence seed generation.

In BlackBerry QNX Software Development Platform (SDP) 6.6.0 and 6.5.0 SP1 and earher, an information disclosure vulnerability in the default configuration of the QNX SDP could allow an attacker to gain information relating to memory layout of
higher privileged processes by manipulating environment variables that influence the loa

In BlackBerry QNX Software Development Platform (SDP) 6.6.0, the default configuration of the QNX SDP system did not in all circumstances prevent attackers from modifying the GOT or PLT tables with buffer overflow attacks.

In BlackBerry QNX Software Development Platform (SDP) 6.6.0, an disclosure in the default of the QNX SDP could allow an attacker to gain information relating to memory layout that could be used in a
blended attack by executing commands targeting procfs resources.

In BlackBerry QNX Software Development Platform (SDP) 6.6.0, an elevation of privilege vulnerability in the default configuration of the QNX SDP with QNet enabled on networks comprising two or more QNet nodes could allow an attacker to
access local and remote files or take ownership of files on other QNX nodes regardless of permissions by executing commands targeting arbitrary nodes from a secondary QNX 6.6.0 QNet node.
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Initial Access Execution Persistence Privilege
Escalation
10 techniques 14 techniques 20 techniques 14 techniques
Content Injection Cloud Account Abuse Elevation
Administration Manipulation (g) Control
Drive-by Command Mechanism (g)

Compromise BITS Jobs
Command and Access Token
Exploit Public- Scripting Boot or Logon Manipulation (s)
Facing Interpreter (1g) Autostart
Application Execution (1a) Account
Container Manipulation (g)
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